HNudopMmannoHHas mamMATKA IS 00y4al0NIUXCS
AJIA pa3MeleHns Ha opunuaabHbIX UHTEepHEeT-pecypcax

C KaKIbIM I'OA0M MOJIOACKH B UHTCPHCTC CTAHOBUTLCS 60J'IBH_IG, a MIKOJIbHUKHW OJHH U3 CaMbIX
aKTHBHBIX TOJIb30BaTeneil Pynera. Mexny TeM, MOMHMO OIpPOMHOIO KOJMYECTBA BO3MOXHOCTEH,
MHTEPHET HECET U MPOoOJIeMBbl. DTa MaMsTKa JOJDKHA IOMOYb TeOe 0€301MacHO HaXOAUTHCS B CETH.

Komnvromepnvie supycoi

KomnbloTepHblii BUpYyC — 3TO Pa3sHOBHJHOCTb KOMIIBIOTEPHBIX MPOrpamMM, OTIMUUTEIBHON
0COOEHHOCTBIO KOTOPOH SBISIETCA CIOCOOHOCTh K Pa3MHOXKEHUIO. B J1omosHeHne Kk 3ToMy, BUPYCHI
MOTYT TOBPEIUTh WM TOJHOCTBIO YHHUYTOXHUTH Bce (hailibl M JaHHbBIE, MOJKOHTPOJbHbIC
10JIb30BATENI0, OT UMEHH KOTOPOTro ObLIa 3alylleHa 3apaxEeHHas IporpaMma, a TakKe MOBPEAUTh U
Ja’ke YHHUTOXHUTH OIEPALMOHHYIO CUCTEMY CO BceMu (aiiamu B 11e7IoM. B OONbIIMHCTBE CiTydaeB
PacIpOCTPaHAIOTCA BUPYCHI UEPE3 UHTEPHET.

MeTopl 3a1UThI OT BPEAOHOCHBIX IPOTPAMM:

1. Ucnonb3yil coBpeMEHHbIE OIEPAlMOHHBIE CUCTEMBI, HMMEIOIINE CEPbE3HBIH YPOBEHD
3aIUTBI OT BPEAOHOCHBIX ITPOrPAMM;

2. TlocrossHHO ycTaHaBnMBail madytu (UQPOBBIE 3aAIUIATKH, KOTOPHIE ABTOMATHUYECKH
YCTAQHABJIMBAIOTCS C LEJbI0 JIOpaOTKU MpOrpamMMbl) M JIpyrue OOHOBIIEHUS CBOEH
orepanruoHHOM cucteMbl. CKaunBai X TOJIBKO ¢ OUIHATIBLHOTO caiTa pazpadorunka OC.
Ecnu cymiecTByeT pexxuM aBTOMaTUYECKOr0 OOHOBJICHUS], BKIIIOUH €r0;

3. Paloraii Ha cBOeM KOMITBIOTEpPE O/ IPAaBaMH T0JIH30BATEINS, a HE aIMUHHCTpATopa. JTO
HE II03BOJIUT OOJBIIMHCTBY BpPEAOHOCHBIX IPOIpPaMM HHCTAJUIMPOBATHCS Ha TBOEM
IIEPCOHAIBHOM KOMITBIOTEPE;

4. Wcnonb3yll aHTHBHPYCHBIE IPOTPAaMMHBIE HPOAYKTHl H3BECTHBIX IPOU3BOAUTENEH, C

aBTOMAaTHYECKUM OOHOBJIEHHEM 0a3;

Orpanunub GpU3HUECKUI TOCTYI K KOMIIBIOTEPY /1Sl IOCTOPOHHUX JIUII;

Hcnonp3yil BHENIHME HOCUTENU WMH(pOpMallMU, Takue Kak Quiemika, AUCK win dain u3

UHTEpHETA, TOJIKO U3 MPO(EPEHHBIX HCTOUHUKOB;

7. He oTkpsiBail KOMIBIOTEpHBIE (PANITBL, TOTYUEHHBIE U3 HEHAIEAKHBIX HCTOUHUKOB. [laxke Te
(aiinbl, KOTOpPbIE MpHCIal TBOK 3HAKOMBIH. JIydllle yTOUHH y HETro, OTIPaBIISI JIU OH TeOe
uX.

oo

Cemu WI-FI

Wi-Fi - 3T0 He BHJ mepeaayn JaHHBIX, HE TEXHOJOTHS, a BCEro JIUIIbL OpeHa, mMapka. Emie B
1991 romy HuzepnaHjackas KommaHus 3apeructpupoBana Openn «WECAy», dro o6o3Hagasno
cnoBocouetranue «Wireless Fidelityy», KOTOpbIii TepeBOAUTCS KaK «OECIIPOBOIHAS TOYHOCTH.

Jlo Hamero BpeMeHH Jomuia apyras abopeBuarypa, KoTopas sIBJISIETCS TAKOM e TeXHOJIOTHEH.
Oto abOpesuarypa «Wi-Fi». Takoe Ha3BaHue ObIIO JaHO C HAMEKOM Ha CTaHJapT BBICUIMI 3BYKOBOM
texHuku Hi-Fi, yTo B mepeBo/ie 03HaYaeT «BbICOKASI TOUHOCTb.

Jla, OGecruiaTHbBIM MHTEpPHET-IOCTYN B Kade, OTENsAX M a’dporoprax SBISETCS OTIWYHOU
BO3MO’KHOCTBIO BbIX0/1a B UHTEpHET. HOo MHOTHE 3KCTIepPTHI CUNTAIOT, uTo 00meaoctynubie Wi-Fi cetn
He SBJISIOTCS O€30MaCHBIMH.

CogeTbl 10 0e30macHOCTH paboTe B 001Ie10CTYMHBIX ceTsax Wi-fi:

1. He nepenasaii cBoro 1nuHyto HH(popMaruio yepes odmenoctynusie Wi-Fi cetu. Pabotas B
HUX, J)KEJTaTeJIbHO He BBOJIUTH MAPOJIX JOCTYIIA, JIOTHHBI U KaKue-TO HOMEpa,;

2. Hcnonp3yih u OOHOBJISM aHTHUBUpPYCHBIE HpOrpamMMbl M Opanamayep. TeM cambIM Tbl
obe3omacuiib ce0st OT 3aKa4Ku BUPYyca Ha TBOE YCTPOHCTBO;
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3. Ilpu ucnonszoBannu Wi-Fi oTkimoun GpyHkimio «O0muit 10cTym K dhaiaam U IpUHTEpaM).
Jannast GyHKIUS 3aKphITa IO YMOTYAHUIO, OJJHAKO HEKOTOPHIE TTOJIB30BATEIN AKTUBUPYIOT
e€ g ynoOCcTBa UCIIOIB30BaHMS B paboTe mim yueoe;

4. He ucnonb3yit nyonuunsiii WI-FI mis nepenaun TUYHBIX JaHHBIX, HATPUMEP JUIS BBIXOA
B COLIMAJIbHBIEC CETH WJIU B DJIEKTPOHHYIO MOYTY;

5. Hnons3yii Tonpko 3amuiienHoe coenunenue yepes HTTPS, a e HTTP, 1.e. mpu Habope
BeO-aapeca BBOIU UMEHHO «https://»;

6. B moOunbHOM Tenedone otkmoun GpyHkuuio «llonkmoyenne k Wi-Fi aBToMaTHueckm.
He momyckaii aBTOMaTHuecKoro MOAKIIOYEHHUsT ycTpoicTBa K cerssM Wi-Fi 6e3 TBoero
coryiacus.

Couuaﬂbele cemu

ConmanbHble CETH aKTUBHO BXOAT B HAIy JKW3Hb, MHOTHE JIIOIU pabOTAIOT U KUBYT TaM
nocTosiHHO, a B Facebook yxxe 3apeructpupoBan MuiuMap]] 4eja0BeK, YTO SBISETCS OAHOM CeIbMOil
BCEX XKHUTEJeH TuIaHeTsl. MHOTHE MMOJIb30BaTeNN HE IOHUMAIOT, YTO HH(OpMAIIHs, pa3MELIeHHAs UMH
B COLIMAIIBHBIX CETAX, MOXKET OBITh HaliIeHa M HCII0JIb30BaHa KEM YIOHO, B TOM YHCJIe HE 0053aTeIbHO
¢ OJaruMu HaMepEeHUSIMHU.

OCHOBHBIE COBETHI TI0 OE30MTACHOCTH B COLMAIBHBIX CETAX:

1. Orpannub criucok Jipy3eil. Y T1e0s B Apy3bsX HE JOJKHO ObITh CIy4alHBIX U HE3HAKOMBIX
JIIOJIEH

2. 3ammmail cBor yacTHYI0 *kH3Hb. He ykas3biBail mapousu, TenedoHsl, aapeca, 1aTy TBOETO
POXACHUS WU JPYTYIO JUYHYI0O MHPOPMALUIO. 3II0YMBIIUICHHUKA MOTYT HCIIOJIB30BaTh
Jayke HHPOPMAIHIO O TOM, KaK Thl M TBOU POJHUTENH IUIAHUPYETE MPOBECTU KAaHUKYJIBI;

3. 3ammummai CBOIO pemyTaIuio - Aep>KU ee B YUCTOTE U 3a/1aBaii cebe BOmpoc: XoTen ObI ThI,
4TOOBI IPyrUe MOIb30BaTEIN BHCIH, YTO ThI 3arpyxaems? [loxymaid, mpexe yem 4To-To
OIyOJIMKOBATh, HAITUCATD U 3aTrPY3UTh;

4. Ecnu ThI TOBOPUILB C JIIOJbMH, KOTOPBIX HE 3HACIIb, HE UCIIOJIB3YH CBOE PEATbHOE UMS U
JPYTyI0 JTUYHYIO HHGOPMAIIUU: UM, MECTO JKUTEITLCTBA, MECTO Y4eOBl U IpoYee;

5. WM30eraii pa3menienus ¢ororpaduii B IHTepHeTe, re Thl N300pa’keH Ha MECTHOCTH, IO
KOTOPOI MO>KHO OTPEIETINTH TBOE€ MECTOIIONI0KEHHE;

6. Ilpu perucrpauuu B COLUAIBHOW CETH HEOOXOAMMO HCHOJIb30BaTh CIOXHBIE MapoOJIH,
cocTosiue u3 OykB v UG U ¢ KOJTUYECTBOM 3HAKOB HE MEHEE §;

7. Jns couuanbpHOW CEeTH, MOYThl U APYrMX CAWTOB HEOOXOJMMO MCIIOJIb30BaTh pa3HbIe
naponu. Torma ecnu TeOsT B3JIIOMAIOT, TO 3JIOYMBIIUICHHUKH MOJYYaT JOCTYH TOJBKO K
OJTHOMY MECTY, a HE BO BCE cpasy.

Dnexmponnvle OeHveu

SJICKTpOHHHe JACHBI'M — OTO OYCHb y,[[O6HI:II>i croco0 HHaTC)KeP’I, OIHAKO CYHICCTBYIOT
MOIICHHHUKH, KOTOPBIC XOTAT NOJTYUUTh 3TH ACHBI'U.

SJ'IGKTpOHHI)Ie JCHBI' TIOABUJIHNCH COBCEM HC€IAaBHO M HMCHHO H3-3a OTOrO BO MHOT'HX
rocygapcCrBax 40 CUX IIOp HE HNPOIHCAHO MMPO HUX B 3aKOHAX.

B Poccuu xe oHM ()YHKITMOHUPYIOT M O HUX YK€ MPOTHCAHO B 3aKOHE, TNIe UX Pa3AeNsioT Ha
HECKOJIbKO BUJIOB — AaHOHMMHBIC 1 HE aHOHUMHBIE. Pa3HuIIa B TOM, YTO aHOHUMHBIE - 3TO T€, B KOTOPBIX
paspeliaercss MPOBOJIUTH oOlepanuu 0e3 WACHTU(UKAIMKU TOJB30BaTeNls, a B HEAHOHUMHBIX
UJICHTU(DHUKAITAN TTOJIB30BATEIS SIBISIETCST 00sI3aTEIBHOM.

Taxxe cregyer pasiauyaTh 3JIEKTPOHHBIE (HUaTHBIE NAEHbIH (paBHbI TOCYJAapCTBEHHBIM
BaJIOTaM) U 3JIEKTPOHHBIE He(hraTHBIE IEHbIU (HE paBHBI TOCYJAPCTBEHHBIM BAJIOTaM).
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OcHOBHBIE COBETHI 10 6€30MaCHOI paboTe C 3JEKTPOHHBIMH IEHbIAMHU:

1.

4.

[TpuBsku K cdyeTy MOOHWIBHBIA TenedoH. DTO caMblii yHOOHBIM M OBICTPBIH CHOCOO
BOCCTAHOBHUTH JIOCTYN K cuery. [IpuBsi3aHHbIN TenedOoH MOMOXKET, €CIi 3a0yAellb CBOM
IJIATEKHBIN MMApOJIb WM 3aiAEIIb HA CAUT C HE3HAKOMOTI'O YCTPOICTBA;

Hcnons3yii omHOpaszoBsie maponu. [lociie nepexo/ia Ha yCHIIEHHYIO aBTOPU3ALHIO TeOe yiKe
He OyJeT yrpoXarh OMacHOCTh KPaXXH WM MEepexBara MIaTeKHOTO HapoJis;

Bri6epu cnoxxubiit maposis. [IpecTynHukam OyaeT He MpOCTO yraJlaTh CIOKHBIN MapoJib.
Hanexnple mapoan — 3TO Mapoiu, KOTOPIE COIepKaT He MEeHee 8 3HAKOB M BKIIIOYAIOT B
ce0s1 CTpPOYHBIE M MPOMHUCHBIC OYKBBI, HU(PPHI M HECKOJIBKO CHMBOJIOB, TAKHE KaK 3HAK
noiapa, pyHTa, BOCKIMIATEIbHBIN 3HaK U T.11. Hanpumep, $tROng!;;

He BBOIIM cBOM TMYHBIE JaHHBIE HA CaiiTaX, KOTOPBIM HE TOBEPSCIIb.

aﬂeKﬂ’ZPOHHaﬂ nouma

DNEKTPOHHAs IO0YTa — 3TO TEXHOJIOTHS U NPEJOCTaBISAEMBIE €10 YCIYrd IO IEPECBUIKE U
MOJTYYCHHUIO AIIEKTPOHHBIX COOOILICHUH, KOTOPBIE PACHPEACTSIOTCS B KOMIIBIOTEPHOH ceTH. OOBIYHO
3JIEKTPOHHBIN MOYTOBBIM SIMK BBINIAUT CIEIYIOIUM 00pa30M: UMs I0JIb30BaTENA(@UMS_JJIOMEHa.
Taxoke Kpome nepegadn IpocTOro TEKCTa, MMEETCs BO3SMOXKHOCTD IepeaaBarh (haiibl.

OCHOBHBIE COBETHI 110 0€30ITacHOM paboTe C AIMEKTPOHHOM MOYTOM:

1.

Hano BbIOpaTh mpaBWIIbHBIA MOYTOBBIA cepBUC. B HMHTepHETEe ecTh OrpOMHBII BbIOOp
OecIIaTHBIX IMOYTOBBIX CEPBUCOB, OJIHAKO JIY4YIE JOBEPATH TEM, KOIO 3HACIIb M KTO
IIEPBBIN B PEUTHUHTE;

He yxkaspBaii B nmuyHOW mourte nuuyHylo wuH(popMmanuio. Hampumep, mydine BeIOpaTh
«MY3bIKaJIbHBINA _(aHaT@» nin «pok2013» BMecTo «remal3y;

Hcnonp3yit 1ByX3TallHYI0 aBTOPU3ALMI0. JTO KOI'/1a IOMUMO MapoJis HY>KHO BBOJUTH KO/,
npuchUiaeMbiil o SMS;

Boibepu cnoxHbI mapoib. IS Kaxaoro IMoYTOBOrO SILIMKa JIOJDKEH ObITh CBOM
HaJIC)KHBIN, YCTOMYMBBIN K B3JIOMY IIapOJib;

Ecnu ecth BO3MOXHOCTHh Hamucarb CaMOMY CBOW JIMYHBIA BOIPOC, HUCIOJB3YH 3Ty
BO3MO>KHOCTB;

Hcronb3yil HECKOJNBKO IIOYTOBBIX SIMUKOB. llepBeIi uIsi 9acTHOM NEPENUCKH C
azpecaTamMH, KOTOPBIM Thl JOBEPSEIIb. DTO JIEKTPOHHBIM aJpec HE HaJ0 HCIIOJIb30BATh
IIpU perucTpauuu Ha popymax u carax;

He otkpbiBail aiinbl U Apyrue BIOKEHUs B MHCbMaxX Jake €CM OHM IPUILIN OT TBOMX
npy3eit. Jlydiie yTouyHu y HUX, OTIIPABIISIIN T OHU TeOe 3TH (ailiibl;

[Tocne okoHuaHus pabOTHI HAa TOYTOBOM CEpPBUCE MEpe]l 3aKPHITUEM BKIIAJIKU C CAUTOM He
3a0y1p HAXKaTh Ha «BBIATHY.

Kubepbynnune unu supmyanvHoe uzoesamenbcmeo

KI/I6Cp6YJ'IJ'II/IHF — HOpeCIICAOBAHUC COO6IJ_ICHI/I$IMI/I, COJACpKallluMU OCKOp6J’ICHI/I$I, arpeccutro,
3alyruBaHueC; XYJIUTaHCTBO, COLMAJIBHOC 6OI>'IKOTI/IpOBaHI/Ie C TIOMOIIBIO PA3JIMYHBIX HWHTCPHET-

CCPBUCOB.

OcHOBHBIE COBETHI IO 60pHOE ¢ KUOEPOYIITUHIOM:

1.

N

He Opocatics B 60ii. JIydmuii crmoco0: MOCOBETOBATHCS KaK ce0sl BECTH U, €CITU HET TOTO0, K
KOMY MOXHO OOpaTUTbCSA, TO BHayalle YCHOKOWTHCS. EcCIu Thl HaYHENIb OTBEYATh
OCKOpOJIEHUSIMU Ha OCKOPOJIEHMSI, TO TOJIBKO el 0O0JIbIIe pa30XKellb KOH(IIUKT;
VYmpasinsii cBoeil kubeppermyTaluei;

AHOHUMHOCTh B ceTH MHuUMas. CyIIECTBYIOT CHOCOOBI BBISICHUTH, KTO CTOUT 3a
QHOHUMHBIM aKKayHTOM;
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4. He cTouT BEeCTH XyJIUTAaHCKHI 00pa3 BUPTyaJbHOMN XKU3HHU. UHTEpHET GUKCUPYET BCE TBOU

JIeMCTBUS M COXpaHAET UX. Y JaUTh UX OyAeT KpaifHe 3aTpyIHUTEIbHO;

Colmroait cBO# BUPTYaIbHYIO YECTh CMOJIONY;

6. Urnopupyit enunuuHblii HeratuB. OJHOpPA30BBIE OCKOPOHMTEIBHBIC COOOIICHHS TYy4YIe
UrHopupoBaTb. OOBIYHO arpeccus MpeKpallaeTcs Ha HayaJlbHOM CTany;

7. ban arpeccopa. B mporpammax oOMeHa MTHOBEHHBIMH COOOIICHHUSIMH, B COLIMAIBbHBIX
CeTAX €CTh BO3MOXHOCTb OJIOKUPOBKHU OTIPABKU COOOLIEHUH C ONPEEICHHBIX a/IpECOB;

8. Ecnu ThI cBUAETENH KNOCPOYIIHHTa. TBOM AEHCTBUS: BEICTYIIUTH TPOTHB MPECIICI0BATEIS,
II0Ka3aTh €My, UTO €ro JIeHCTBHsI OLICHUBAIOTCS] HEFATUBHO, OJAEPKATh JKEPTBY, KOTOPOI
HYXXHa TICHXOJOTMYecKass IOMOIb, COOOIIUTh B3pPOCIBIM O (aKTe arpecCHBHOTO
IIOBEJICHUS B CETH.

o

Mobunvhbiii meneghon

CoBpeMeHHbIe cMapT(OHBI U TUTAHIIIETHI COACPIKAT B ceOe BIOJHE B3POCIbIN (DYHKIIMOHAI, U
Terepb OHU MOT'YT KOHKYPHUPOBAaTh CO CTAlMOHAPHBIMU KOMIIbIoTepaMu. OJIHAKO, CPEJCTB 3aIUThI
JUIS IOJTOOHBIX YCTPONCTB MOKa 0OYeHb Majo. TecTupoBaHKe U MOUCK YA3BUMOCTEH B HUX MIPOUCXOTUT
HE TaK MHTCHCHUBHO, Kak juis [1K, To e camoe kacaeTcst 1 MOOMIIbHBIX TIPUTIOKEHUH.

CoBpeMeHHBIE MOOWJIBHBIE Opay3epbl YyKe NpPaKTUYeCKH IOTHAJIM HACTOJIbHBIC AaHAJOTH,
OJTHAKO pacliupeHue (yHKIMOHAla BIeYeT 3a COOO0H OOJbIIYI0 CIIOKHOCTH M MEHBLIYIO
3aLUIICHHOCTb.

,Z[aJIGKO HC BCC IIPOM3BOAUTCIIM BBIITYCKAKOT 06HOBJICHI/I$I, 3aKpbIBAIOINEC KPUTHYCCKUC
YA3BUMOCTU IJIAA CBOUX YCTpOﬁCTB.

OcHOBHBIE COBETHI AJ1s1 0€3011aCHOCTH MOOMIIBHOTO TenedoHa:

1. Hwuuero He sBisieTCs Mo-HacTosimeMy OecruraTHeIM. Byab ocTtopoxeH, Beab Koraa Tebe
npejiaratoT 6eCIuIaTHbI KOHTEHT, B HEM MOT'YT OBbITh CKPBITHI KAaKHE-TO IIATHBIE YCIIYTH;

2. Jlymaii, mpexe ueM oTrnpaBuTh SMS, ¢poTo mim Buneo. Tol TOUHO 3HACHIb, TJe OHH OYAYT

B KOHEYHOM HUTOre?

Heo6xoanMo 0OHOBIATE ONEPAITMOHHYIO CHCTEMY TBOETO CMapT(OHA;

Vcnonb3yit aHTUBUPYCHBIE TPOrPaMMBI /1151 MOOUJIBHBIX TeNIe()OHOB;

5. He 3arpyxkail mpuioXXeHHss OT HEM3BECTHOTO HCTOYHHWKA, BEAb OHU MOTYT COJEPKaTh
BPEIOHOCHOE MTPOrpaMMHOE 00eCIIeUeHHE;

6. Ilocme Toro Kak THI BBHIMIEIIb C caifTa, I7ie BBOIWI JIMYHYIO WH(GOpPMAIHIO, 3aiiin B

HacTpoiku Opaysepa u yjaanu cookies;

[Tepnomudecky mpoBepsiii Kakue TUIATHBIE YCIYT'H aKTHBUPOBAaHBI HA TBOEM HOMEPE;

8. asaii cBOif HOMEp MOOMIJIBHOTO Tese(hOHA TOJBKO JIO/SAM, KOTOPBIX Thl 3HACIIb U KOMY
JIOBEPSICIITh;

9. Bluetooth gomkeH ObITH BBIKIIIOUEH, KOT/Ia Thl UM HE MOJNb3yelibcs. He 3a0bIBaii mHOTAA
IPOBEPSATH 3TO.

Hw

~

Online uepul

CoBpeMeHHBIE  OHJIAMH-UTPBI — 3TO  KpacOuyHble, 3axXBaTHIBAIOIINE  PAa3BJICUYCHUS,
OOBEIMHSIONINE COTHHM THICSIY YENOBEK MO BceMy Mupy. Wrpoku HCCaenyroT AaHHBIA UM MUp,
00IIar0TCs APYT € IPYroM, BBITIONHSIOT 3aJaHusl, CPAKAIOTCA ¢ MOHCTPAMH W TOJY4YarOT OMBIT. 3a
yIIOBOJILCTBUE OHU IIJIATST: MOKYMAKOT IUCK, OIUIAYMBal0T a0OHEMEHT WM MPUOOPETAIOT KaKHE-TO
OTIITUH.

Bce atu cpeactBa uayT Ha moJiep)KaHUE U pa3BUTHE UTPHI, a TaKXKe Ha caMy Oe30MacHOCTb:
COBEPILIEHCTBYIOTCSI CUCTEMBI aBTOPHU3AllUHU, BBITYCKAIOTCS HOBBIE MaT4M (LU(POBbIE 3arIaTKH JUIs
MIPOrpaMM), 3aKpbIBAIOTCS YSI3BUMOCTH CEPBEPOB.
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B no00HBIX HTrpax CTOHT OMAacaThCs HE CTOIBKO CBOMX COMEPHUKOB, CKOJIBKO KPaKU TBOETO
napoJisi, Ha KOTOPOM OCHOBAaHA CUCTeMa aBTOPU3AIMK OOJIbLIIMHCTBA UTD.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO UI'POBOI'0 AKKAYyHTa:

1. Ecnm apyroit urpok BeaeT ceds MIoxo WK co3aaeT Tebe HeNpUsATHOCTH, 3a0JI0KUPYH ero
B CIIUCKE UTPOKOB;

2. Tloxanyiica amMUHHCTpAaTOpaM UIPHl HAa IIOXOE MOBEACHHE 3TOTO MIPOKA, JKEIaTeIbHO

IIPWIOKUTH KaKHE-TO IOKa3aTeIbCTBA B BUJIE CKPUHOB;

He yka3piBaii muunyro nHpopmauio B mpodaiisie urpsr;

VYBaxkail Apyrux y4acTHUKOB 110 UTPE;

He ycranaBnuBaii HeouimanbHbIe TATYH U MOJIBI;

Hcnonp3yi CIIOKHBIE U Pa3HbIE TApOJIH;

Jlaxe BO BpeMs WIppl HE CTOMT OTKJIIOYATh aHTUBHpyc. [Ioka Tl urpaems, TBOH

KOMIIBIOTEP MOT'YT 3apa3uUTh.

No ko

Quuune unu Kpasica Tu4Hsvlx OaHHbIX

OOBIUHOM Kpa>1<el71 ACHET U NOKYMCHTOB CCIrOJHA YK€ HUKOI'O HE y,HI/IBI/IfH_IL, HO C pa3BUTUCM
I/IHTepHCT-TeXHOHOFI/If/'I 3JIOYMBIIIJICHHUKH TIEPEMCCTHIIMCh B UHTCPHCT, U MMPOAOJDKAIOT 3aHUMATLCS
«TIOOMMBIM ACJIIOM.

Tak mosBUIAach HOBas yrpo3a: HMHTEPHET-MOIICHHUYECTBA WM (DUIIWHT, TJaBHAs IENb
KOTOPOTO COCTOUT B MIOJTYICHUH KOH(UICHIINATBHBIX TAHHBIX ITOJIH30BATEIICH — JIOTHHOB H TIAPOJICH.
Ha anrnmiickom si3eike phishing unrtaercst kak ¢pumuHr (ot fishing — preibnas nosins, password —
apoJib).

OcHOBHBIE COBETHI 10 60pHOE ¢ HUITHMHTOM:

1. Cnenu 3a cBouM akkayHToM. Eciu Tbl moo3peBaeliib, 4To TBOS aHKETa Obl1a B3JIOMaHa, TO
HEo0X0IUMO 3a0JIOKUPOBATh €€ U COOOIIUTH aJMUHUCTpAaTOpaM pecypca 00 ITOM Kak
MOKHO CKOpE€;

2. Hcnonp3yii Oe3omacHble BeO-CalThl, B TOM YHCIIE, HHTEPHET-MAara3uHOB U ITOMCKOBBIX
cHCTEM;

3. Hcnonp3yii cloXHBIE M pa3Hble Mapoid. TakuMm o0pazoMm, eciau TeOs B3JIOMAIOT, TO
3JI0YMBIIIJICHHUKH MOJIyYaT JOCTYH TOJBKO K OJHOMY TBOEMY MPO(UIIO B CETH, a HE KO
BCEM;

4. Ecnu T1e0s B3jaOMaId, TO HEOOXOAMMO IMpPENyNpeluTh BCEX CBOMX 3HAKOMBIX, KOTOpbIE

no0aBiieHB! y T€OSI B IPY3bsX, O TOM, YTO T€OS B3JIOMAIIK U, BO3MOXHO, OT TBOETO HMEHHU

OyZeT pacchUIaThCs CllaM U CChUIKU Ha (DUIIMHTOBBIE CAMTHI;

VYcranosu HanexHbi napois (PIN) Ha MOOMIIBHBIN TenedoH;

OTxITI04M COXpaHEeHue MapoJst B Opaysepe;

7. He oTkpsIBail (aiiipl u Apyrue BIOXKEHHS B MHCbMaX JaKe €CIM OHM IPHUILTH OT TBOHX
npys3eil. Jlydine yTouHd y HUX, OTIPABIISUIN JIM OHU TeOe 3TH (paitibl.

SRl

Lugpposas penymayusa

[udpoBast penyranus - 3TO HEraTUBHAs WM MO3UTHBHas MHGOpMAIMs B CeTH O Tebe.
Kommpomerupytomass uHpOpMaIs pa3MelieHHass B HMHTEPHETE MOXKET Cepbe3HbIM 00pa3oM
OTpa3uTbCs Ha TBOeW peanbHOM >ku3HU. «ludpoBas pemyrauus» - 3TO TBOH HUMMIK, KOTOPBIH
dbopmupyercst u3 nHpopmauu o Tede B UHTEPHETE.

TBoe MecTO KUTENHCTBA, y4eObl, TBOE (PMHAHCOBOE MOJIOKEHHE, OCOOCHHOCTH XapaKTepa U
pacckasbl 0 OJIM3KUX — BCE 9TO HAKAIIINBAETCS B CETH.
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MHor#ue MOoAPOCTKH JIETKOMBICIIEHHO OTHOCSTCS K IyONHMKAalWW JUYHOW WHpoOpMaruu B
I/IHTepHeTe, HE€ IIOHUMasA BO3MOXHbIX HOCHGHCTBHﬁ. TrI JaXE HC CMOXKCIIIb A0raaarbCad O TOM, 4TO
dboTorpadus, pazMeIIeHHas 5 JIeT Ha3al, cTajla IPUYUHON OTKa3a MPUHATH TeOs Ha paboTy.

KommeHnTapuu, pazmemienue TBoux ¢ororpaduil U Ipyrue AEeHCTBHS MOTYT HE MCUYE3HYTh
Jla’ke ToCye TOTro, Kak Thl UX YAAJIHIIb. Thl HE 3HAEIIb, KTO COXPAaHWI 3Ty MH(OpMAIHIO, ToTaia JIH
OHa B IIOMCKOBBIE CUCTEMbI U COXPAHMJIACH JIM OHA, a TJIAaBHOE: YTO MOJYyMAaOT O Tebe OKpyKaroliee
JOAM, KOTOPbIe HAWAYT U YBUAAT 3T0. HaliTi nH(OpMAIII0 MHOTO JIET CITYCTSI CMOXKET JIF000H — KaK
13 J00pBIX MOOYXICHUMH, TaK U C HAMEPEHUEM IPUYMHUTE Bpel. DTO MOXKET ObITh KTO YTOJHO.

OCHOBHBIE COBETHI 110 3alIUTE HUPPOBOH penyTaliu:

1. Tlogymaii, mpexkiae 4eM dYTO-TO IyOJMKOBaTh M IepeAaBath y cebs B Oiore wim B
COIIMAILHOM CETH,

2. B mnactpoiikax npo¢uis yCTaHOBHM OTPaHUYEHHUS HA MPOCMOTP TBOETO MPOQHIS U €ro
COJEPKHUMOT0, CAENail ero TONbKO « I ApYy3ei»;

3. He pa3memaii u He yka3biBail HH(OPMAIIHIO, KOTOPAst MOXKET KOTO-THO0 OCKOPOJIATh WIIN
00MXKaTh.

Aemopckoe npaso

CoBpeMeHHbIE IIKOJIBHUKH— AaKTUBHBIE I0Jb30BaTENIM ILU(PPOBOro mpocrpancTBa. OgHAKO
JaJIeK0 HE BCE 3HAIOT, YTO IOJB30BAaHME MHOTHMH BO3MOXKHOCTSIMHU IM(pOBOro mupa Tpedyer
COOJIFOICHMSI ITPAB HA MHTEJIJIEKTYAJIbHYIO COOCTBEHHOCTb.

TepMUH «WHTEIIEKTyallbHass COOCTBEHHOCTb» OTHOCUTCS K Pa3IUYHBIM TBOPEHUSIM
YEJIOBEUECKOr0 yMa, HauMHasi ¢ HOBBIX M300PETEHMI M 3HAKOB, 0003HAYAIOIIMX COOCTBEHHOCThH Ha
MPOJAYKTHl U YCIYTH , U 3aKaH4YMBasi KHUTaMu, (oTorpadusiMu, KWHOPUIbMAMUA U MY3bIKAJIbHBIMH
MIPOU3BEICHUSIMH.

ABTOpCKHE IpaBa — 3TO IpaBa Ha HHTEJUIEKTYalbHYIO COOCTBEHHOCTb Ha IPOM3BEIEHUS
HayKH, JIMTEPATYpbl U MCKYCCTBAa. ABTOPCKHME IIpaBa BBICTYNAIOT B KaueCTBE I'apaHTHM TOTO, YTO
MHTEJJIEKTYaJIbHBIM/TBOPUECKUI TPyl aBTOpa HE OyAeT HampacHbIM, JacT €My CIIpaBeIUBbIE
BO3MO’KHOCTH 3apab0TaTh Ha pe3ysbTaTaxX CBOEro TPy, HOIYYUTh U3BECTHOCTD U Mpu3HaHue. Hukro
0e3 paspelleHusl aBTopa HE MOXKET BOCIPOU3BOAUTH €r0 IPOU3BENIEHUE, PACIIPOCTPAHSITH, ITyOJINYHO
JI€MOHCTPUPOBATh, MpoJaBaTh, HMIOPTUPOBaTh, IYCKaTh B MPOKAT, MNYOJIWYHO HCIIOIHSATD,
MTOKa3bIBaTh/UCHIONIHATH B 3pupe miu pazmemiars B IHTepHeTe.

Hcnons3o0Banne «IHUPATCKOT0» MPOrpaMMHOro 00eCreYeHHUSI MOXKET IMPpUBECTH K MHOI'MM
puUCKaM: OT TOTCPU HAHHBIX K TBOUM dKKAyYHTaM HIO 6J'IOKI/IpOBKI/I TBOCTO YCTpOﬁCTBa, rac
yCTaHOBJ'IeHHI)II\/'I HC JICTaJIbHAA IporpamMmma. He cTour Taxxe 336BIBaTB, 4YTO CYHIECTBYCT JICTAJILHBIC U
OecraTHEBIC IMporpamMmal, KOTOPLIC MOXKHO HalTH B CETH.

O nopmarne
CereBu4oK.p(h — TBOH IITaBHBIN COBETYHK B CETU. 37ECH ThI MOXKEIIIb Y3HATH O 0€30MaCHOCTH B

CCTHU NOHATHBIM U NOCTYITHBIM A3BIKOM, a IIPY BOSHUKHOBCHHUUN KpI/ITI/I'-IeCKOI\/’I CUTyauuun 06paTI/ITI)CSI 3a
COBETOM. A TaKKe MPUHATH YUaCTHEC B KOHKYpPCaxX U CTaTb CAMbIM ]_[I/I(I)pOBBIM Fpa)KI[aHI/IHOM!
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